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What defines me

● 16-year industrial 
experience in telecom, 
e-commerce, private 
equity, gaming, 
geo-informatics. 

● 10-year academic 
experience in machine 
learning, robotics, 
software engineering, 
HCI, and clinical science.

● Father of 2 boys; 
handyman, gardener and 
architect at home. 



Why Detect GenAI Content? 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● Explosion of LLMs, diffusion, and TTS (text-to-speech) models 
→ challenges of misinformation, academic integrity, and authenticity.

● Real-world risks: deepfakes, plagiarism, synthetic news.

● Detection = Trust Infrastructure for digital ecosystems.
Misinformation → Trust Erosion → Detection Need.

Deloitte used AI in $290,000 report for 
Australian government without declaration

A fabricated Pentagon explosion image 
got viral on social media.

An old man lost his pension after fraudsters 
called by replicating his son’s voice.



Taxonomy of Detection Methods 
● Statistical / Signal-Based

“Detecting the invisible noise — using statistical or signal fingerprints left by generative models.”

● Model-Likelihood Based (e.g., perplexity, curvature, reconstruction error)

“Let the model judge the model — measure how plausible the content is under real-world probability.”

● Supervised Classifiers
“Teach a model to spot fakes — train detectors on curated human-vs-AI datasets.”

● Provenance (Watermark / Fingerprint)
“Sign what you synthesize — tracing authenticity through embedded or metadata watermarks.”

● Retrieval / Consistency-Based
“Catch the copycat — retrieve, compare, and expose paraphrased or inconsistent AI outputs.”



Detecting AI-Generated Text 
● LLM Prompting (Zero-/Few-Shot Detection)

Simple but prompt-sensitive and model-dependent.

● Linguistic & Statistical Signals (e.g., perplexity, n-gram patterns, stylistic features …)

Strength: interpretability; Weakness: sensitivity to paraphrasing.

● Training-Based Methods
Pros: high accuracy in-domain; Cons: overfit to specific models or datasets.

● Watermarking Techniques
Embeds statistical patterns during generation to prove authenticity.

● Retrieval-Based Approaches (Paraphrase Defense)
Builds databases of known LLM outputs to catch paraphrased variants.



Detecting AI-Generated Text 
● Often, “Detection isn’t one method — it’s a multi-layer defense, from simple prompting to 

robust watermarking.”

● And you can apply human-assisted approaches: letting “I” have a say

A visualization from GLTR, which 
highlights the likelihood of each word 
being generated by an LLM, aiding 
human reviewers in detecting patterns 
that may indicate AI-generated text.

More robust and reliable after humans 
are trained for such tasks.

http://gltr.io


Visual Content Detection 
● Observation-based cues (first-line defense)

physical, physiological, stylistic anomalies.

● Model-based:
GAN/diffusion artifact analysis (Fourier/frequency cues).

● Watermarking: 
DWT/DCT/SVD, SynthID, Stable Signature.

● Temporal forensics for video: 
optical flow, viseme mismatch (lips don’t lie), 
photoplethysmography.



Detecting AI-Generated Audio 

● Pipeline classifiers 
(e.g., MFCC/LFCC + CNN) 

● End-to-end deep models 
(e.g., SincNet, AASIST, Wav2Vec2, HuBERT) 

● Watermarking
frequency modulation (AudioSeal, 
SynthID-Audio)

Challenges:

● Latency & real-time response for fraud calls 
≤ 200 ms pipeline. 

● Multilingual robustness: accent & noise drop 
accuracy (ASVspoof 2021 LA/PA tracks). 

● Domain generalization → train on diverse 
TTS pipelines. 

● Adversarial perturbations: noise or codec 
shift can fool detectors.



Cross-Modal 
Insights 

“No silver bullet — effective detection combines 
modalities, metadata, and governance.”

● Arms race with generators 

● Vulnerability to perturbations 

● Watermarking as partial solution 

● Multimodal ensemble detection 

● Ethical/privacy trade-offs

Image adopted from https://www.wired.com/story/ai-detection-chat-gpt-college-students/

https://orbit.dtu.dk/files/413481784/INLG2025_demo_track_7_.pdf


Direction
Future Robustness to paraphrasing & compression.

Domain generalization for unseen generators.

Explainability → Human-AI collaboration.
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Governance & provenance (C2PA)
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More details, examples and use cases:

● A Practical Guide to Detect GenAI 
Content

● A Practical Synthesis of Detecting 
AI-Generated Textual, Visual, and Audio 
Content

● Watermarking for AI Content Detection: 
A Review on Text, Visual, and Audio 
Modalities

https://www.amazon.com/Practical-Guide-Detect-GenAI-Content/dp/B0F2ZKH2R4
https://www.amazon.com/Practical-Guide-Detect-GenAI-Content/dp/B0F2ZKH2R4
https://arxiv.org/abs/2504.02898
https://arxiv.org/abs/2504.02898
https://arxiv.org/abs/2504.02898
https://openreview.net/pdf?id=ot30XyrcnZ
https://openreview.net/pdf?id=ot30XyrcnZ
https://openreview.net/pdf?id=ot30XyrcnZ


https://cspaper.org

AI agent system to help researchers to obtain fast and 
conference-specific review for their research papers.

 
A real-world 
vertical case 

CSPaper

A Short Paper:
CSPaper Review: Fast, Rubric-Faithful Conference Feedback

https://www.cspaper.org
https://orbit.dtu.dk/files/413481784/INLG2025_demo_track_7_.pdf
https://orbit.dtu.dk/files/413481784/INLG2025_demo_track_7_.pdf


Usage 



Feedback
User Can I customize the reviewer’s profile?

Can you support conference xyz?

Could you analyze the extent to which this paper 
was likely authored or assisted by a large language 
model (LLM)?
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A few-shot LLM-Prompting Pilot  



Thanks for listening! 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https://cspaper.org

🎉 Get 10 Free CSPaper Reviews!
Email support@cspaper.org with “ICDM2025” as the email subject. (Valid till Nov 30th)

https://www.cspaper.org
mailto:support@cspaper.org

